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I. Introduction

Overview

nitrobit device blocker is a Data Loss Prevention (DLP) product for Microsoft
Windows. nitrobit device blocker allows the administrator to configure an access
policy to devices which a user could use to export confidential information.

Functions of nitrobit device blocker

With nitrobit device blocker, the following access policies can be defined:

Devices
Restrict access to COM/LPT ports, Bluetooth and IrDA devices.

Volumes
Restrict access to fixed disks, removable storage, CD/DVD drives, network

drives and plug and play storage devices.

System Components

nitrobit device blocker consists of a system service, a driver as well as an editor.
The editor allows the administrator to define various access policies. The system
service and the driver are responsible to enforce the policies.
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Il. Installing the system

System requirements

nitrobit device blocker can be used on workstations with one of the following
operating system:

«  Microsoft Windows 2000, ServicePack 4
- Windows XP,

«  Windows 2003

- Windows Vista

System Setup

To make use of nitrobit device blocker, the software has to be installed on every
client computer. A server-side setup or configuration is not necessary.

On administration workstations, you can use the setup to install the editor and
client components manually or automatically. For user workstations you can
additionally use the group policy based integrated client deployment to install the
client component without running a setup program.

Please have a look at chapter IV. Managing Clients on page 12 for further details of
the installation.

[ |
E‘Tj nitrobit device blocker Setup —EK_J

nitrobit

device blocker

Welcome to the nitrobit device
blocker Setup Wizard

The Setup Wizard will install nitrobit device blocker on your computer,
Click Mext to continue or Cancel to exit the Setup Wizard,

[ oMexts | Cancel |
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Il1l. Defining Policies

nitrobit device blocker can define access policies to certain storage media types as
well as certain device types. These access policies are managed on a per computer
basis and valid for all users on the machine.
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Devices

The device management of nitrobit device blocker enables you to activate and
deactivate the following device types:

COM/LPT devices
Bluetooth devices
IrDA devices
Defining a device definition
In order to define a device definition, please carry out the following steps:

Start the nitrobit device blocker editor and open the device type for which
you would like to add an access rule by clicking on it.

On the following screen, you can activate or deactivate the device.

r |
Q nitrobit device blocker | = | e
@'\J

Bluetooth Devices

Access: |Deactivate >
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Volume Access

Through volume access policies, nitrobit device blocker helps to control access to
external resources on the corporate network. This helps to protect corporate
networks from leaking confidential information.

Nitrobit device blocker can distinguish between the following volume types:

Hard disks

Fixed disks installed on the system. Drives using hot plug busses like USB do
not belong to this category, they are categorized as plug and play storage.
Removable media drives

Drives using Floppies, SD-Cards, ZIP-, and MO-Media. Drives using hot plug
busses like USB do not belong to this category, they are categorized as plug
and play storage.

Plug and play storage

All storage devices connected via a Plug and Play Bus. USB-Floppy drives,
USB-Hard disks, USB CD/DVD drives and USB Memory Sticks belong to this
category, as well as IEEE 1394 Devices.

CD/DVD drives

All CD and DVD reader/writer drives.

Network drives

All Network Drives using the Windows/CIFS protocol or WebDAV.

The administrator can control how access to each of these volume types is handled.
Additionally the administrator can also define exceptions for each volume type.
Nitrobit device blocker can enforce the following access rules:

No access
The user cannot read or write any data.

Read only
The user can read files and see directory contents, but cannot write to the

volume.
Full access
The user has full read and write access to the volume.

Please note that additional access control mechanisms may exist, e.g. NTFS-, or
share-permissions.

Exceptions

Two different kinds of exceptions are available, depending on the volume's type:

Path exceptions

Can be defined on all volume types except CD/DVD drives.
Device exceptions

Can be defined on plug and play storage volumes.
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Path Exceptions

Path exceptions allow to define a different access rule for a given path. The access
rule consists a path and its access rule. If a file is accessed and its path matches
the the access rule, then the access rule is enforced.

The path of an access rule can contain wild cards. If it does not contain any wild
card, it will be used as “starts-with” match. Therefore, “\Temp"” is the same as
“\Temp* ".

Environment variables will be substituted. For example, %USERNAME%4ill be
replaced with the username of the current user.

Hard disks and removable media drives can contain a drive letter in the path. If it is
left out, the path will match on all hard disks. For example, C:\Temp will match on
the folder \Temp on the first hard disk. \Temp will match the Folder \Temp on every
hard disk.

Plug and play storage devices will get a new drive letter every time they are
connected to the computer. Therefore using a drive letter in the path rule for
removable storage devices is not supported.

Path rules for network drives are defined by their UNC path even if the network
drive is connected through a drive letter. Example: H: is a connected network drive
that points to \\server\homes\username , the corresponding path rule would be
\\server\home\%username%

Path exceptions are evaluated in an ordered list. The first exception that matches
will be used. Therefore, special cases must be ordered before general cases, e.qg.
“C:\Temp\Download " must be ordered before “C:\Temp ".

Device Exceptions

Device exceptions allow to define a different access rule for a specified device. The
access rule consists of an access rule, a vendor ID, a product ID and an optional
serial number.

Use the product and vendor ID to target specific devices of the same kind. For
example a specific USB memory stick product. Additionally, you can specify the
serial number to target a specific device by its unique USB ID.

Path and device exceptions can even be combined. If both, a path and a device

exception, are matching at the same time, the more restrictive rule will be
enforced.
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Define a volume access policy

To define a volume access policy, double click the volume type you want to
configure. First, define the default access rule, which can be one of the following:

« No Access
- Read only
« Full Access (default)

r |
4 nitrobit device blocker = | e
Q'\/

>, Plug and Play Storage

4

All storage devices connected via a Plug and Play Bus. USB-Floppy drives, USB-Hard disks, USB CD/DVD
drives and USE Memaory Sticks belong to this category, as well as JEEE 1394 Devices,

Arcess: |R'em|0n|y—v
Device Exceptions o [ Add [v]
) Kingston DT BLACKBOX USB Device [ Eat |
[ Delete |
L J
Define a volume path exception
Path Exception ==

To add a new volume path exception, simply click the
“Add” button. On the dialog that pops up, you can e

select the access rule for this exception and you can | ™" El,m'as:

enter a path for which the exception is valid. ERiEd ket

For a complete description of path exceptions please

refer to the chapter “Path Exceptions” on page 9. o [ caneel ]
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Define a volume device exception

E5=)

-
Device Exception

Access: Full Access =

Description: Kingston DT BLACKBOX USE Device

Vendor: 1921 Product: 21826
[}
Serial: 0651C38110528333
Select | | OK ] | Cancel | —@
h
Description Vendor Product Serial
§ Kingston DT Secure US... 22584 8245 ODE13AT7072E1C940
ﬂ. INTEMSO USE USE Device 2315 4095 AAD4012900007477
i_ Kingston DataTraveler ... 2352 25507 08C12350512368E2
§ Samsung Mighty Drive ... 1258 5667 0749193203FE
:ﬁ Sony Storage Media US... 1356 579 2407091461754
v JetFlash TS4GIFV33 U... 1423 25479 A3YWQWEY
ﬂ \WD S000BEV External ... 4154 1796 57442D57584E59303
i Verbatim STORE N GO ... 5118 7715 070007350BA000CF
§ MEDION USE Device 5421 2018 020000000500
¥ Maxtor 6 L300RO USE ... 1659 9479 AB04232B6
i_ SanDisk Ultra Backup U... 1921 21813 3514000A2ED2537A
i Kingston DT BLACKBOX... 1921 21828 05651C38110528893
4 i b
oK I | Cancel |
h

W nitrobit device blocker - User's Guide

To add a new device exception, click the
chevron on the “Add” button and select “Device
Exception”. On the dialog that pops up, you can
select the access rule for this exception. Next,
enter a product and vendor ID. The serial
number is optional. If the serial number is

omitted the device exception will be
valid for the product. If you specify a
serial number, the exception is valid
only for this unique device.

Instead of entering a product and
vendor ID, you can also select a device
by clicking the “Select” button. On the
following dialog you can choose
between all storage devices, that have
already been connected to the
computer.

Finally, you can enter a description for
the exception.
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IV. Managing Clients

Client Setup

In order to use nitrobit device blocker, you need to install the client component on
every workstation. You can install the nitrobit device blocker Client in different
ways. If you plan to install a larger number of clients, you may consider the
automated client roll out options described below.

Manual Installation

In order to install the client component manually, you can directly execute the
nitrobit device blocker installer file named NitrobitDeviceBlocker.msi. During the
installation, you can supply licensing information. If no license is submitted, the
software will run in an evaluation mode. You can add a license key later by
restarting the setup and choosing the “License” button.

{i Nitrobit Policy Extensions Setup x|
HModify, Repair or Remove installation
Select the operation you wish to perform.

HModify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove

Removes Nitrobit Policy Extensions from your computer.

License
View or change the license key on this client,

< Back IRk =

Automated Client Rollout

The client installation can be automated. The property LICENSEFILE can be used to
configure the client as needed. You can also change the installation directory with the
DIR_NBPROGRAMroperty. To submit properties for a silent installation, use the
following sample command line:

msiexec /i c:\myfolder\NitrobitDeviceBlocker.msi /q n
LICENSEFILE="c:\myfolder\Nitrobit.lic”
DIR_NBPROGRAM="c:\Program Files\My folder”

Automated Client Rollout with an Administrative Installation

In addition to command line options, you can specify the licensing information
during an administrative installation. Use the following command line to start the
administrative installation:
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msiexec /a c:\\myfolder\NitrobitDeviceBlocker.msi

Now you can use the administrative installation package to install clients manually
or automatically without the need to reenter client configuration data.

Automated Client Update

You can also automate the Update Process for your clients. To update your clients
with a new version of nitrobit device blocker, use the following sample command
line:

msiexec /gn /fvoums c:\myfolder\NitrobitDeviceBlock er.msi

Your installed license key remains intact.

Note that the /gn Option suppresses any dialogs. This includes the reboot
confirmation dialog.

W nitrobit device blocker - User's Guide Page 13



Detecting and Resolving Problems

In order to find any problems regarding the nitrobit device blocker client, you
should check the event log. The nitrobit device blocker client reports any error
condition to the application event log. Moreover, you can get a detailed report of
the policy enforcement if you raise the logging level to high logging.

Using the Support Data Collection Tool

If you need to collect data for the nitrobit support team or want to collect data from
a machine for your own debugging purposes, you can use the Data Collection Tool
that is shipped with nitrobit device blocker. It is located in the Support folder of your
installation source and called Support.exe.

- .
4 Operation I.ith

Operation
Pleaze select the operation to perform

Welcome to the nitrobit group policy support utility!

{ —-\\
&

L

Pleaze select the operation to be performed below. Note that for some
operations administraton rights may be required.

For detailed information please look at the quick reference by clicking
help.

@ Prepare for collection of policy settings and log files:

1 Collect all policy settings (data will be saved in a zip compressed file)

[ Nea> | [ Concdd |

You can prepare the Data Collection by raising the nitrobit client Event Log Level to
the maximum. Further, Support.exe can collect Data into a Zip-File.
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Client Reference

Registry Values

The client component uses the following registry values stored at:

HKEY_LOCAL_MACHINE\SOFTWARE\Nitrobit\nitrobit devic e

blocker

LogLevel DWORD-Value defining the logging level for EventLog mes-
sages.
Values: 0: default; 1: high.

License Client License
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V. Legal Notice

analytiq, the analytig-Logo, nitrobit and the nitrobit-Logo are registered trademarks.
Microsoft and Windows are registered trademarks of Microsoft Corporation. Linux is
a registered trademark of Linus Torvalds. Unix is a registered trademark of The
Open Group. Other product or service names mentioned herein are the trademarks
of their respective owners.

Contact

analytiq consulting gmbh
Hermann-Steinhauser-Stralle 43-47
63065 Offenbach

Germany

Tel: +49(69) 17309891 0
Fax: +49 (69) 17309891 1
E-Mail: support@nitrobit.com
Web: www.nitrobit.com

Page 16 W nitrobit device blocker - User's Guide



